MamaTtku. UHcpopmaumnsa o meponpuUATUAX, NPOEKTaxX U
nporpamMmmax, KoTopble HanpaBJieHbl Ha NOBbILIEHNEe
WH(pOpPpMaLMOHHOU TPAMOTHOCTU YYEHUKOB

MHOOPMALMNOHHAA NAMATKA
C KaxgblM rogoM MOSoAEXN B UHTEPHETE CTAaHOBUTLCS OonblLUe, a LUKOMNbHUKN O4HU U3
caMbIX aKTMBHbIX Nornb3oBartenen PyHeta. Mexay TeM, MOMUMO OrpOMHOIO KOnMyecTsa
BO3MOXXHOCTEWN, MHTEPHET HeceT M npobrnembl. JTa namsTka OO/MKHA Nomouvb Tebe
©e3onacHoO HaxoAuUTbCA B CETWU.

KOMI'IblOTeprIe BUPYCbI

KOMNbIOTEPHBIN ~ BUPYC - 3TO  Pa3HOBUOHOCTb  KOMMbLIOTEPHLIX  MpOrpamm,
OTNNYNUTENBHON OCOOEHHOCTLIO KOTOPOW SABNSAETCA CMOCOBHOCTb K pa3MHOXeHuw. B
AOMNOSIHEHME K 3TOMY, BUPYCbl MOTYyT MOBPEOUTb WU MOMHOCTBK YHUYMTOXUTb BCe
dannbl U OaHHble, MNOAKOHTPOSIbHblE MOMb30BATENO, OT MMEHM KOTOpPOro Obina
3anyuwieHa 3apaxeHHad nporpaMmma, a Takke MoBpeauTb WU LaXe YHUYTOXUTb
OnepaumoHHy0 cuctemy co Bcemu darvnamum B uenoMm. B GonblunHCTBE crniyvyaeB
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

MeToapb! 3ainTbl OT BPEAOHOCHbLIX MPOrpamm:

1. cnonb3yn coBpemeHHble onepaunoHHbIE CUCTEMbI, UMEKOLLME CEPbE3HbIN YPOBEHb
3alUnTbl OT BPE4OHOCHbIX NporpamMm;

2. lNocTosiHHO ycTaHaBnvBan nadTn (UMpoBble 3annaTky, KOTopble aBTOMaTU4YeCcKu
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUS CBOeN
onepaumoHHon cuctembl. CkaumBam X TONMbKO C oduumManbHOro canta paspabotyvka
OC. Ecnu cyLiecTByeT pexumMm aBToMaTUYeCKOro 06HOBNEHUS!, BKINHOYN €rO;

3. Pabotam Ha cBoeM KoMMbkOTEpe nMOo4 nNpaBamMu MOMb3oBaTens, a He
agMuHUCTpaTopa. 3TO He NOo3BOSIUT  OOMbLUMHCTBY BPELOHOCHLIX MNporpamm
WMHCTanNMpoBaTbCA Ha TBOEM MEPCOHANTbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl M3BECTHbLIX NPOU3BOAMUTESNEN, C
aBTOMaTU4eCKUM obHoBMNeHMeM 6as;

5. OrpaHunyb omsnyeckmin 4OCTYN K KOMNbIOTEPY ANS NOCTOPOHHUX L,

6. Vicnonb3yin BHeLWHWE HoCUTENN MHOPMaLUK, Takne Kak cdnewlka, AUCK nnv gann na
WHTEPHEeTAa, TONbKO U3 NPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBa KOMMNbOTEPHbIE (hansibl, NONyyYeHHble N3 HEeHaOdeXHbIX UCTOYHUKOB.
[axe Te dpannbl, KOTOpble NpUcnan TBOM 3HAaKOMbIW. Jlyylle yTOYHW y Hero, oTnpasnsas
nn oH Tebe nx.

Cetun WI-FI

Wi-Fi - 970 He BMA nepedayn OaHHbIX, HE TEXHOMOMMA, a BCEro nuwb OGpeHn, mapka.
Ewe B 1991 rogy Huaepnanackas komnaHusa 3apermctpupoana 6peng "WECA", yto
obos3Havano cnosocoyeTaHne “"Wireless Fidelity", koTopbin nepeBoauTCSa Kak
"GecnpoBogHast TOMHOCTL".

[lo Hawero BpemeHu fowna gpyras abbpeBuatypa, KoTopasd SBNAETCA TakoOW e
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHMe ObiNnO AAHO C HAMEKOM Ha



cTaHOapT BbiClwen 3ByKoBoM TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4daeT "BbiCcOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-4OCTYN B Kade, oTensx n asponoptax ABNAeTCs OTANYHOMN
BO3MOXHOCTbIO BbIXoA4a B WHTepHeT. Ho MHOrMe aKkcnepTbl CYUTalOT, YTO
obwepoctynHble Wi-Fi ceTn He aBnatoTca 6e3onacHbIMM.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepaBan cBOKW NUYHYy0 WHGopMauuio yepes obwenoctynHole Wi-Fi cetn.
PaboTas B HMX, XenaTenbHO He BBOAUTb Naposin 4OCTYyNa, NOMMHbI U Kakne-To HoMepa;
2. Vicnonb3yn n o6HOBNS aHTMBUPYCHbIE NporpamMmmbl U GpaHamayep. Tem cambiM Tbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpu wucnonb3oBaHun Wi-Fi oTknoum dyHkumio "O6wmin goctyn K pannam wu
npuHTepam". [aHHas yHKUMA 3akpbiTa N0  YMOMYaHWIO, OAHAaKO HEeKoTopble
nosfib3oBaTesiv akTMBUPYIOT ee And ygobcTea ncnonb3oBaHnsa B paboTe nnm yyebe;

4. He wncnonb3yn nyonuuHbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep ans
BbIXOAa B coUManbHble CETU UMK B SNIEKTPOHHYHO MOYTY;

5. Wcnonb3yn TonbKo 3almuieHHoe coeuHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B wmobunbHom TenedoHe oOTkMuM  dyHkumo  "TlogknwoveHne k- Wi-Fi
aBTomatmyeckn". He ponycka aBTOMaTUYECKOro NOAKMHOYEHUA YCTPOUCTBA K CETHAM
Wi-Fi 6e3 TBOErO cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAST B HalUy XW3Hb, MHOrMe ntoan paboTtakT u XusyT
TaMm MOCTOsiHHO, a B Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBeK, 4TO
ABNAETCA OOHOW CeadbMON BCex Xuternew nnaHeTtbl. MHoOrmMe nonb3oBaTenn He
NMOHUMAIOT, YTO MHAOPMaLUS, pasMeLLEHHAss UMN B COUMArbHbIX CETSX, MOXET ObliTb
HamgeHa M UCNoNnb3oBaHa KeM YrogHo, B TOM 4ucne He obsasaTtenbHo ¢ Gnarnmu
HaMepeHNAMMN.

OcHoBHble coBeTbl N0 6€30MacHOCTM B COLManbHbIX CETAX:

1. OrpaHuyb cnucok apy3en. Y 1eba B Opy3bsX HE OOMKHO ObiTb CryYamHbIX U
HEe3HaKoMbIX ftoaen;

2. 3awmuian cBOK YacTHYK XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOEr0 pPOXAEHUS W  OPYrYyI0 JMYHYK0  UHOpMauunio.  3rOYMbILLMEHHUKN  MOTYT
MCcrnonb3oBaTb Adaxe WHoOpPMAUUK O TOM, Kak Tbl M TBOW poauTenn nnaHupyeTte
NPOBECTU KaHWUKYIbI;

3. 3awmuwan ceo penytaumio - AepXn ee B YACTOTE U 3agaBant cebe BONpoc: XOoTen
Obl Tbl, YTOObLI Apyrne nonb3oBaTeny BUAENN, YTO Thbl 3arpyxaews? [Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLLb C NOAbMWU, KOTOPbIX HE 3HaELlb, HE UCMOMb3yN CBOE pearibHoe
UMS 1 OPYTY0 NUYHY0 MHpOpMaLUKN: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beran pasmelueHnsa cotorpadui B IHTEpHETEe, rae Tbl N3006paXkeH Ha MECTHOCTH,
Mo KOTOPOW MOXHO OnpeaennTb TBOE MECTOMOSOXEHWE;

6. Npu pernctpauunm B coumanbHOM ceTn HeobXoANMO MCNOSb30BaTh CIOXHbIE NAPONN,
cocTosime m3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;



7. na coumanbHOM CeTu, NoYTbl U OPYrMX CanToB HEOOXOAMMO UCMONb30BaTh pa3Hble
naponu. Toraa ecnu 1eba B3NOMatT, TO 3NOYMbILUNEHHUKN MofydaT AOCTYN TOSIbKO K
OAHOMY MECTY, a He BO BCe cpaay.

SﬂeKTpOHHbIe OEHbIn

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yAOOHbIM cnocob nnatexen, ogHaKo CyLeCTBYHOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIW.

ONEKTPOHHbIE OeHbIMN NOABUINCE COBCEM HedaBHO M UMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcrBax 4O CUX MOp HEe MPOMMCAaHO NPO HMX B 3aKOHaX.

B Poccun e OHM (PYHKUMOHMPYIOT M O HUX YXe MNponucaHoO B 3aKOHe, rae ux
pas3fnensatT Ha HECKONbKO BUOOB - @aHOHUMHbIE N HE aHOHUMHBbIe. Pa3Huua B TOM, 4To
aHOHVMMHbIE - 9TO Te, B KOTOpPbIX paspellaeTtcda nNpoBoauTbL onepaumn 6e3
noeHTMdrKkaumm nonb3oBaTens, a B HEAHOHMMHbIX MaeHTUdMKaunsa nonb3oBaTens
aBnsieTca obazaTenbHON.

Takxke cregyeT pasnuyaTb 9NEKTPOHHble omaTHble OeHbMM (paBHbl rOCY4apCTBEHHbBIM
BaftoTam) W ONEKTPOHHble HeduaTHble [AeHbrM (He paBHbl FOCYAAPCTBEHHbLIM
BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHbIMU AEeHbraMMU:

1. MpuBsHXKM K cHETY MOOUNBHBIM TenedoH. 3TO cambin yOoOHbIN U BbICTPbIN cNOCco6
BOCCTAHOBUTb A0CTYN K cyeTy. [NpuBasaHHbIn TenedoH NoMoXeT, ecnun 3abyaellb CBOM
nraTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Vicnonb3yn opgHopasoBble naponu. [locrne nepexoga Ha YCUIMEHHYK aBTOpU3aLnio
Tebe yxxe He ByaeT yrpoXkaTb OMACHOCTb KpaXu Uu nepexasarta nnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpecTynHukam OyaeT He NpOCTO yragdaTb CrOXHbIN
naponb. HagexHble naponu - 3T0 Naponu, KoTopble coaepXaT He MeHee 8 3HaKOB U
BKMOYaOT B ceBA CTPOYHbIE M MPOMUCHbIE OYKBbI, LUAPbI U HECKOSNBKO CMMBOJSIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTenbHbli 3Hak 1 T7.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA CanTax, KOTOPbIM HE AOBepSELLb.

OneKTpoHHas noyTa

ONEeKTPOHHas noyTa - 3TO TEXHONOMSA U NPeAoCTaBIsSiEMbIE €10 YCIyrn No NepecobInke u
MONYyYEHNIO 3NEKTPOHHbIX COOOLLEHMI, KOTOpble pacnpenenstTcs B KOMMbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHBLIN MNOYTOBLIA AWMK BbIMMSAUT criegylowmm  obpasom:
UMs_nonb3oBaTenda@ums_aomeHa. Takke Kpome nepegaymn npocToro Tekcta, UMeeTcs
BO3MOXHOCTb nepeaasaTtb oansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C INEKTPOHHOM NOYTOMN:

1. Hapo BbIGpaTh NpaBunbHbIA NOYTOBbLIM CepPBUC. B MHTEpPHETE eCTb OrPOMHbLIN BbIGOP
BecnnaTHbIX MNOYTOBLIX CEPBUCOB, OAHAKO fy4ylle OOBEpsSATb TEM, KOrO 3Haellb M KTO
nepBbIv B PENTUHTE;

2. He ykasbiBan B NIMYHOM NOYTE NMYHYIO MHopMaumo. Hanpumep, nydwe Bbibpatb
"My3blkanbHbIM_daHaT@" nnm "pok2013" BmecTo "tema13";

3. Vicnonb3yn AByxaTanHy aBTopu3auunio. OTO Korga NOMUMO Naposns HY>KHO BBOOUTb
koA, npucbinaembin no SMS;

4. Bbibepn crnoxHbln naposnib. [Ons Kagoro nodTtoBOro smMKa AoSmkeH OblTb CBOW
HaOeXHbI, YCTONYMBBIN K B3ITOMY Mapofb;



5. Ecnn ecTb BO3MOXHOCTb Hanucatb CaMOMYy CBOW FIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ynm HeCKonbKO MNOYTOBLIX SAWMKOB. [lepBblM ONA 4YaCTHOM nNepennucku c
agpecataMmu, KOTOpbIM Tbl [OBepsellb. JTO 3JreKTPOHHbIM afdpec He Hago
MCrnonb30oBaTh NpU perucTpauumn Ha oopymMax u camrtax;

7. He oTkpbiBan grannbl U gpyrue BIIOXKEHUS B NMUCbMax, Aaxe ecrivi OHW Npuwnu ot
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASANN N OHU Tebe 3Tn dhannbl;

8. lNocne okoH4YaHuMst paboTbl HA NOYTOBOM CepBUCE Nepen 3aKpbiTUEM BKIAAKM C
canToM He 3abyab HaxaTb Ha "Bbiitun".

KnbepOynnuHr nnm supTyanbHoe U3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLEHNAMM, coAepXalwumMmn  ockopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OO0MKOTUPOBaHME C MNOMOLLbIO
pasnU4YHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocancs B 6on. Jlyywmit cnocob: nocoBetoBaTbCA Kak cebsi BECTU U, ecriv HeT
TOro, K KOMy MOXHO 00paTuTbCs, TO BHayane YCrnokoutbcs. Ecnn Tbl HayHelwb
oTBeYaTb OCKOPOMNEeHusMM Ha OckopOneHusi, To TONbKO eule 6onblie pasoxkellb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHMMas. CyllecTBylOT CMoOCobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTtonT BECTU XynuUraHckum obpas BUpTYyanbHOW Xn3Hu. VIHTepHeT ukcupyet Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx 0yget kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYaribHY YECTb CMOSIOAY;

6. WrHopupyn enuHunyHbIn HeraTuB. OpgHopas3oBble OckopOuTenbHblE COOOLLEHMS
nydwe nrHopuposaTb. OBbIMHO arpeccusi NpekpaLwlaeTca Ha HavYanbHOW cTaauu,

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLEHUSMU, B
coumarnbHbIX CeTaX €eCTb BO3MOXHOCTb ONOKMPOBKM OTMpaBKM COOOLLEHUA C
onpeneneHHbIX agpecos;

8. Ecnn TbI cBugetenb kubepbynnuHra. TBOM [EUCTBUA: BbICTYNUTbL MPOTUB
npecnegoBaTtens, MokasaTb €My, 4YTO €ero [OenCcTBus OLEHUBaKTCH HeratmsBHO,
noagepXaTb XepTBY, KOTOPOW HYXXHa NCUXONormyeckas NoMoLLb, COOBLNTL B3POCIIbIM
0 paKkTe arpeccmMBHOro NOBEAEHNSA B CETMU.

MoObunbHbIM TENEOH

CoBpeMeHHble cMapTdoHbl W NnaHweTbl coaepxaT B cebe BMonHe B3pPOCHbIN
dbyHKUMOHAN, 1 Tenepb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHaAPHbLIMU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3aWmThbl ANs NoAobHbIX YCTPOMCTB NoKa o4eHb Mano. TecTupoBaHue
N MOUCK YSI3BUMOCTEN B HUX NMPOUCXOOUT HE Tak MHTEHCUBHO, kak ans MK, To e camoe
KacaeTcsl U MOOUMNbHBIX MPUMOXEHWUNA.

CoBpeMeHHble MoOWMbHblE Opaysepbl YyXe MpaKTUYeckn [AorHanM HacToNbHble
aHanoru, ogHako paclmnpeHve dyHKUMoHana BrneyeT 3a coboi 6onblLyto CNOXHOCTb U
MEHbLLYH 3aLUMLLEHHOCTb.



[laneko He Bce Npon3BOAUTENN BbINyCKaOT OOHOBMEHUNS, 3aKpbiBaOLWME KPUTUYECKNE
YSI3BMMOCTU 41151 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huyero He siBnsieTca no-Hactoswemy 6ecnnaTHbiM. Byab ocTopoxeH, Befb Koraa tebe
npegnaratoT 6ecnnaTHbli KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakme-TO MNraTHble
ycnyru;

Hdyman, npexae yem otnpaButb SMS, ¢oTO Mnn BMAeo. Tbl TOYHO 3HaeEllb, F4e OHU
OyayT B KOHEYHOM uTOore?

Heobxoanmo o6HOBNATL ONepaunoHHY CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yn aHTUBMpPYCHbIE NporpamMMbl 4511 MOBUIbHBIX TENE(OHOB;

He 3arpyxan nNpunoxeHns OT HEU3BECTHOrO MCTOYHMKA, Bedb OHM MOryT cogepxaTb
BPEeOOHOCHOE NporpaMMHoe obecneyveHune;

[Mocne TOro kak Thbl BbIMAELWb C canTa, rge BBOAWUM NNYHYIO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganm cookies;

Mepuoamyeckn NpoBepsiv, KakMe nnaTHbIe YCNyrM akTMBMPOBaHbl HA TBOEM HOMEPE;
[aBan cBo HOMepP MOBUMABHOroO TenedoHa TOMbKO NMIOASAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepsieLlb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpoBepPATL 3TO.

Online wvrpbl

CoBpeMeHHble OHMarH-Urpbl - 39TO KPacCOYHble, 3axBaTbiBalolne pasBreyvYeHus,
obbeanHsALWMe COTHU ThICAY YenoBek No BceMmy Mupy. Vrpokn nccneayoT AaHHbIN UM
Mup, obLwialTcsa Apyr C OPYroMm, BbINOSHAKT 3a4aHusl, cpaXarTcss C MOHCTpaMn u
nony4arT onbiT. 3a YyOOBOMNbCTBME OHWM NNATAT: MOKYNakT AUCK, OnfadvsBatoT
aboHeMeHT nnun npnobpeTaroT Kakme-To Onunn.

Bce atm cpegctBa mayT Ha noggepxaHwe U pasBuUTUE UIrpbl, a TakkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPU3aLNK, BbINYCKAOTCS HOBbIE NaTyu
(umdopoBble 3annaTtku Ans NPorpamMmm), 3aKpbiBatOTCA YA3BUMOCTM CEPBEPOB.

B nogobHbIX nrpax CTouT onacaTbCA He CTOSIbKO CBOMX COMEPHMKOB, CKOMbKO Kpaxu
TBOEro Naposs, Ha KOTOPOM OCHOBaHa cucTema asTopusaumm 60MbLWNHCTBA Urp.
OcHoBHble coBeTbl N0 6e30MacHOCTN TBOErO UFPOBOIrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebs nioxo nnm cosgaet Tebe HenpuATHOCTU, 3abnokupyn
€ro B CMnCKe UrPOKOB;

2. Tloxanynca agmMuvHUCTpaTopaM Wrpbl Ha Mfoxoe noBefeHMe 3TOro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTenbCTBa B BUA4E CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMauuio B npodamnne urpsbl;

4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He ycTaHaBnuBan HeodumumnarnbHble naTin n Moabl;

6. \cnonb3yn CnoXxHble 1 pasHble Naponu;

7. Daxe BO Bpemsi Urpbl He CTOWUT OTKMOYaTb aHTUBUPYC. [Moka Tbl uUrpaellb, TBOW
KOMNbIOTEP MOTYT 3apasuThb.

PULWINHT nnn Kpaxa INMNYHbIX AaHHbIX



OObI4HOM Kpaxen [OeHer W [OKYMEHTOB CerofHsl YXe HUKOro He yauBULLb, HO C
pasBUTMEM WHTEPHET-TEXHOMNOMN 3MOYMbILUIIEHHUKN NEepeMecTUriuCb B UHTEPHET, U
nNpogosmKakT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBUNacb HoBas yrpo3a: UHTEPHET-MOLLEHHNYECTBA UM OULLNHS, rNaBHasa uesb
KOTOPOro COCTOUT B MNOSyYEHUN KOH(PMAEHUMANbHbLIX AaHHbIX Monb3oBaTenen -
NOrnMHoB 1 naponen. Ha aHrnuinckom s3sbike phishing untaetcs kak puwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOSA aHkeTa Obina
B3NloMaHa, To HeobxoaMmo 3abnokMpoBaTb €e 1 cCoobLLNTL agMUHUCTPaToOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yn 6esonacHble BebG-canTbl, B TOM 4WUCE, WHTEPHET-mMarasvHOB W
NMOWUCKOBbLIX CUCTEM;

3. Ncnonb3yn cnoxHble 1 pasHble naponun. Takmm obpasom, ecnv T1ebs B3nomaroT, TO
3M10YMBbILLMEHHMKWN MonyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOUIIIO B CETU, @ HE KO
BCEM;

4. Ecnun Teba B3nomanu, TO HeobxoguMmo npeaynpeantb BCEX CBOUX 3HAKOMBbIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3riomanu u, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCa Cnam M CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBUnbHbIN TenegoH;

6. OTKNIYKN coxpaHeHne napong B bpaysepe;

7. He oTkpbiBan dhannbl U gpyrne BIIOXKEHUS B NUCbMax, Aaxe eCrivn OHW NpULn oT
TBOMX ApYy3€en. Jlyylle yToYHM Yy HUX, OTNPaBASann fiv oHn Tebe aTn hannbi.

Lindposas penyTtaums

Lindposas penyTtaums - 3T0 HeratMBHasi Unv NO3MTMBHasS MHopMaunsa B ceTu o Tebe.
KomnpomeTupyowaa nHgpopmMaumus, pasmMelieHHasi B UHTEpPHETE, MOXET Cepbe3HblM
obpa3om oTpa3nTbCs Ha TBOEW pearnbHOM Xu3HW. "Liudposas penyTtaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MecTO XuTenbCTBa, Yy4yebbl, TBOEe (PMHAHCOBOE MNOSIOXEHME, OCOBEHHOCTU
XxapakTepa 1 pacckasbl 0 B1M3KNX - BCe 3TO HakansMBaeTCH B CETHU.

MHorne noapocTkM NErkoOMbICIIEHHO OTHOCATCS K nNybGnukauun nndHon uHdopmaumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCneacTBUN. Thl AaXe He CMOXeLUb JoragaTbCH
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 net Hasag, crana NpuYMHOM oTKasa MpPUHSATb
Tebsa Ha paborTy.

KommeHTapun, pasmelieHne TBOUX oTorpachmm v gpyrme OEUCTBUA MOTYT He
MCYE3HYTb Jaxe rocne Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haellb, KTO COXpaHWI 3Ty
WHopMauuio, nonasna M OHa B MOWCKOBblE CUCTEMbI M COXpaHUNacb N OHa, a
rmaBHoOE: YTO noaymalrT O Tebe okpyxatolme Nan, KoTopble HangyT U yBUAOAT 3TO.
Hantn nHgpopmaumo MHOro et Cnycta cMoXeT Nobon - Kak U3 4obpbix NodyxaeHUn,
Tak U C HAMEpPEHMEM MPUYUHUTE Bpen. OTO MOXET ObITb KTO YyrogHo.

OcCHOBHble COBETHI MO 3aLnTe LUGPOBON penyTauunn:

1. Nogyman, npexae 4em 4T0-TO NybrvkoBaTb M NepefaBaTb y cebsa B 6Grore vnun B
coumanbHON CeTu;

2. B HacTpownkax npodunga yCTaHOBWU OrpaHUYeHns Ha NpoCMOTp TBOEro Npodouns n ero
COAepXXMMOoro, caernan ero TofbKo "ansa apysen”;



3. He pasmewan n He ykasbiBa MHOPMaLMIO, KOTOpasa MOXET KOro-nnmbo ockopbnatb
nnmn obmxaTb.

ABTOpCKOE NnpaBo

CoBpeMeHHbIE LUKOMbHUKM - aKTUBHblE MONb30BaTENU LMPPOBOro NPOCTPaHCTBA.
OpaHako faneko He Bce 3HatOT, YTO NOSb30BaHME MHOMMMU BO3MOXHOCTSAMU LMGPOBOro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHyt COOCTBEHHOCTb.

TepMuH "mHTennekTyanbHasd COOCTBEHHOCTb" OTHOCUTCS K PasfMyHbIM TBOPEHUSAM
YerioBEeYEeCKOro yMa, HauuHasi C HOBbIX W300peTeHuMi U 3HakoB, OOO3Ha4aoLLMX
COBCTBEHHOCTb Ha NPOAYKTbl M YCRyrn, W 3akaHyMBasi KHuramu, dootorpadumsmu,
KWHO(UITIbMaMKn 1 My3blKalibHbIMU MPOU3BEAEHNAMM.

ABTOpCKMe npaBa - 3TO npaBa Ha UHTENNEKTyanbHy COBCTBEHHOCTb Ha Npon3BeaeHNs
HayKu, nMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalOT B Ka4eCcTBE rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYyA aBTOpa He ByaeT HanpacHbIM, 4acT eMy
crnpaBeaniMBble BO3MOXHOCTM 3apabotaTb Ha pesynbTaTax CBOero Tpyada, nosyyvTb
N3BECTHOCTb M Npu3HaHne. HUKTo 6e3 paspelleHns aBTopa He MOXXET BOCMPOU3BOANTL
€ro npouvsBedeHune, pacnpocTpaHaTb, MNybrMYHO OEMOHCTpMpoBaTh, NpoAaBaTh,
MMMOPTMPOBATb, MycKaTb B MpokaTt, NyGrMYHO MCMNONHATb, MOKa3blBaTb/MCMOMHATL B
admpe unu pasmewatb B IHTEpHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmMmHoro obecneyeHnsi MoXeT NPUBECTU K MHOMUM
pUckam: OT NOTEPU OAHHbIX K TBOMM akkayHTam 40 GrOKMPOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBIIEHA HeneranbHas nporpaMmma. He ctouTt Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble U BecnnaTHble NPOrpaMmmbl, KOTOPbIE MOXHO HaWTN B CETW.

O noprane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXelWwb Y3HaTb O
6e30nacHOCTM B CETU MOHATHbIM UM OOCTYMNHbIM A3bIKOM, a MpPU BO3HUKHOBEHWUN
KPUTUYECKON cuUTyauum obpatmTbCa 3a COBETOM. A TakkKke MNpPUHATbL ydacTve B
KOHKypCax 1 cTaTb camMbIM LUPPOBLIM rpaxgaHnHoMm!



